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	Project Description:
Federated Learning (FL) is widely recognized as a privacy-preserving Machine Learning paradigm due to its model sharing mechanism that avoids direct data exchange. Nevertheless, model training leaves exploitable traces that can be used to infer sensitive information. In Decentralized FL (DFL), the topology, defining how participants are connected, plays a crucial role in shaping the model’s privacy, robustness, and convergence. However, the topology introduces an unexplored vulnerability: attackers can exploit it to infer participant relationships and launch targeted attacks. In this internship we will evaluate and implement a Topology Inference Attack (see [1.2]) that infers the topology solely from model behavior. 
[1] Feng et al. “From Models to Network Topologies: A Topology Inference Attack in Decentralized Federated Learning” https://arxiv.org/pdf/2501.03119
[2] Rangwala et al. “Network Structures as an Attack Surface: Topology-Based Privacy Leakage in Federated Learning” https://arxiv.org/pdf/2506.19260


	Objectives:
-Implement a decentralised Federated learning prototype in Flower
-Implement a Topology inference Attack [1,2,3]
-Train and Test FL system and Attack. Evaluate attack success


	Academic Requirements:
The scheme is open to EEECS Undergraduates in BSc/Beng/Meng Computer Science and Software Engineering. A minimum current average classification of 65% average required, higher average classification will be recommended and used as part of the ranking criteria.
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